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Abstract— Today's world is changing rapidly because of 

technological developments. Among the astonishing evolution, 

AIoT has become a new addition to machinery growth. This 

term is a compound of another two dominant infrastructures: 

Artificial Intelligence (AI) and the Internet of Things (IoT). 

AIoT intends to invent more efficient and improved IoT 

operations or services with enhanced data management and 

analysis capabilities. AI deals with machines, especially 

computer systems fields like natural language processing, 

speech recognition, etc. IoT is a system where interrelated 

devices and machines communicate and transfer data with 

different sensors without human intervention. AIoT can be 

more beneficial for both types of technology, where a vast 

amount of data obtained from IoT devices, will be handled by 

some powerful AI algorithms. When it needs to handle a lot of 

data, essential and efficient data processing is required to use 

the information gathered from IoT devices. Without integrating 

AI, IoT devices can't aid efficient services. Besides, AIoT is 

utilized to handle efficiency, scalability, accuracy, and fraud 

detection in transactions. This paper aims to show the 

potentiality of AIoT, its recent applications and benefits, and the 

probable future of this technology. 

Keywords— Artificial intelligence of things, internet of things, 

artificial intelligence, technological developments 

I. INTRODUCTION 

Artificial intelligence is defined differently by different 
people. However, this term has not been inspected in the way 
how it should be. This term has two terms, one is “intelligence” 
which refers to the similar ability of a human being, but 
humans are different from animals and mechanical machines 
thanks to their mental and cognitive abilities. Besides, 
“artificial” mimics an artificial person more than an intelligent 
computer. Artificial Intelligence tries to blend the above-
mentioned terms to replicate the intelligence of humans in a 
computer system[1]. There are different ways to define AI. AI 
is created by building a structure like human being, which 
includes neuron-like processing units that can work parallelly. 
However, this way can’t be defined Artificial Intelligence 
properly. Another way to define AI is to study human 
psychology. It gives us the idea of how to operate a computer, 
but this behavioural way doesn’t work well on a practical 
problem [2]. By creating a function or principle, AI can be 
well-defined and analyzed. Producing a new system by which 
any certain type of computation can be handled. This is 
actually a set of inputs that are mapped with some outputs 
where there are some neurons that work like a function. Here 
the functions are a set of cognitive that can operate [3] as 
searching, reasoning, planning, learning, communicating, 
perceiving, acting, etc.  

The Internet of Things (IoT) has become a boon of 
advanced technology as it connects various devices under a 
network and creates a connection between them for the 
association. Moreover, it has been continuously evolving as 
IoT has potential opportunities. Thanks to the increasing 
amount of devices in every hand, where all are connected by 
wire or wirelessly, it can be possible to collect enormous 
amounts of data or information [4]. In the old era, Scientists 
and Computer Engineers implemented these things with 
everyday objects like vacuums, cars, and machines, but they 
were not cheap and smart, and faster compared to nowadays. 
IoT systems operate with real-time exchange of data in 
different ways as smart devices, IoT applications, and a 
graphical user interface [5]. Among them, IoT applications are 
more convenient for our everyday life. This application 
collects data from IoT devices under the cloud and uses 
machine learning and artificial Intelligence to evaluate those 
data to make an intelligent decision to work a device smartly, 
the decisions are then transferred back to the IoT devices. 
“Internet of Things” consists of two words. The first word is 
“Internet” a global system where all computers are 
interconnected, thus creating a network that uses two 
protocols, TCP/IP, to give service to billions of devices [6]. 
The network can be private, public, academic, business, and 
government, and a wide range of electronic, wireless, and 
optical networking technologies connect those. Another one is 
“Things” which can be a person or any object like electronic 
devices or technical products, namely, equipment and gadgets. 
These things help invent embedded devices, which can sense 
the environment and communicate and be traceable on the 
Internet [7]. 

Internet Society is concerned about IoT because it 
delineates how people and institutions interact with each other 
under different networks in their personal, social, and 
professional lives [8]. IoT systems operate with real-time 
exchange of data in different ways, such as smart devices, IoT 
applications, and a graphical user interface. This application 
collects data from IoT devices under the cloud and uses 
machine learning and artificial Intelligence to evaluate those 
data to make an intelligent decision to work a device smartly; 
the decisions are then transferred back to the IoT devices. 
Because of the complexity of collecting, processing, and 
analyzing enormous amounts of data, IoT has now enabled 
Artificial Intelligence. IoT has a probable future to create a 
modern world where devices will work with a similar 
potentiality to human beings. IoT manipulates devices that 
work with the connectivity of the internet, while AI trains 
those devices to learn from collected data and surrounding 
experiences. IoT systems work through five steps: Create; 
which is implemented by sensors; Communication, which 



happens using the internet, Aggregate and Analyze, the 
integration of data and making the decision to behave and the 
last one is Act which is the crucial part of IoT [9] devices 
where AI can be applied to make a fast and accurate analysis. 
AI-enabled IoT guides a wide range of profit for every sector 
i.e., medical, Industrial companies, business, and education. 
To boost operation efficiency, machine learning combined 
with AI can ensure fast and ideal results by analyzing 
redundant and time-consuming tasks, which is not possible 
with single IoT devices. One important thing that has to be 
considered in any business or operation is risk. AI coupled 
with IoT can predict different threats because IoT can be 
present in any everyday device or wearable materials [10]. 
Sometimes the time of failure can help reduce costs thanks to 
AI enabling IoT to predict the failure of equipment by 
analyzing the behaviour of the machined devices. Thus by 
exchanging data with different devices, AI and IoT have 
thrown light on technological developments that can 
transform any business and industry with new opportunities. 

Moreover, this research article focuses on definitions, 
components, working procedures, benefits, and applications 
of AIoT. The main objective of this paper is to provide an 
overview of the Artificial Intelligence of Things, architectures, 
and vital technologies and their usages in our daily lives. 
However, this manuscript will give good comprehension for 
new researchers who want to do research in this field of AIoT 
and facilitate knowledge accumulation efficiently. The paper 
is organized as follows. In Section II, an overview of  
Artificial Intelligence of Things is discussed along with the 
components and working procedure of AIoT. Section III, the 
benefits and applications of AIoT are analyzed. In the final 
section, Section IV, conclusions about the research have been 
made. 

II. OVERVIEW OF ARTIFICIAL INTELLIGENCE OF 

THINGS (AIOT) 

Is there any link between IoT and AI? It can be a very 
powerful system by fusing these two things: Artificial 
Intelligence and the Internet of Things. It can be compared AI 
with the “brain” of any system, and IoT can be regarded as a 
“nervous system” which is quite similar to the human body 
where these two mentioned terms make an intelligent 
decision every moment in any certain task [9]. In a real 
scenario, integrating IoT and AI lets a system analyze the data 
collected from connected devices using IoT components and 
then make necessary actions based on the received data with 
Artificial Intelligence without any human interaction. This 
wonderful technology is currently advancing at a breakneck 
pace, and in the upcoming year, it will be an unavoidable 
element of everyday life [11]. However, these two streams eq 
ually aid the common persons and businessmen, and 
specialists. Recent surveys already depict that AI and IoT are 
playing a vital role in the business of technological 
companies [12]. They are financing huge amounts of money 
to increase efficiency and also have potential advantages. The 
trend of top companies funding money on AI and IoT is 
visualized in “Fig. 1”. 

A. AIoT Components 

IoT systems work through five steps which are: 

• Create, which is implemented by sensors 

• Communication, which happens using the Internet, 

• Aggregate and Analyze, the integration of data and 
making the decision to behave and, 

• The last one is the Act which is the crucial part of IoT 
devices where AI can be applied to make a fast and 
accurate analysis. 

  
 

Fig. 1. Technologies Companies are investing in [12] 

 
Finally, these two streams make a blended system where the 
precise value of the applications of IoT is fixed in analyze step, 
which illustrates in “Fig. 2”, and this work is done by the 
power of AI(a significant role). 

The “Fig. 3” depicts the components of AIoT, without which 
it is not possible to invent efficient AIoT products or services. 

• AI and IoT: Since the essence of IoT devices is to 
gather data and store it for further shifting, infusing 
data from physical devices with artificial intelligence 
allows for the extension of those processes [13]. The 
Internet of Things (IoT) uses artificial intelligence to 
bring more value to the IoT domain by better 
interpreting data obtained from connected devices over 
a network. These two terms are a vital part of any AIoT 
product. 

 

 

 

 

 

 

 

 

 

 

Fig. 2. AI and IOT functional View [14] 

• Network: The network is formed by different sensors 
or an application programming interface (API). These 
are used to collect data from the environment where 
several devices are attached. After that, the data are 
sent back to the cloud or edge computing devices for 
further processing. The common way of connecting 
sensors is Wi-Fi or cellular connection [15]. 

• Edge Computing, Cloud: Once the data is collected, 
software processes and records that data in the cloud 
or on an edge server. Edge computing is defined as a 

 



mechanism where data is analyzed at the edge of a 
network before it is sent to the cloud. The cloud is 
nothing but the mass storage of data. In some 
circumstances, it is not always possible to store data on 
the cloud due to the poor connectivity of IoT devices. 
It is then processed in edge networks. 

 

Fig. 3. AIoT Components [16] 

• Big Data: Utilizing IoT devices, the collection of data 
is increasing rapidly through networks and devices. As 
a result, AIoT systems will be more intelligent by 
applying Deep learning models/algorithms to them. 

B. Working Procedure 

Many works are done on AIoT where several steps are 
followed to make AIoT products and services that can operate 
quite efficiently. The significant steps are illustrated below: 

1) Architecture Design: Here, the basic design of AIoT 

products or services is made for further developments, which 

is a vital part, as it is needed to think of the accurate way to 

fuse these two powerful things. This is used to manage and 

minimize the complexity in developing and monitoring the 

AIoT solution of computational hardware and topology of the 

network. It can be implemented by multi-tiered architecture 

shown in “Fig. 5” where in each tier network, security, 

scalability, durability, and reliability are handled. 
 

2) Build a network: A network refers to a collection of 

devices such as sensors, gadgets, appliances, and any 

computer software that make connections by communicating 

with each other and exchanging information and data without 

the need for human hands. 
 

3)  Data pre-processing and artificial intelligence 

generation: After collecting the data, that data is then stored 

in the cloud or on an edge server. If any modification is 

needed in the data set, pre-processing is done before applying 

AI algorithms. AI is embedded into these products, which are 

connected to networks. Artificial Intelligence has three 

cognitive abilities [17]: 

a) In this stage, it uses historical data and algorithms to 
perform analysis and learn from the pattern of data. 

b) Then, the algorithms are used to perform the task. 

c) To increase the accuracy and performance, a self-
correcting process is run to monitor constantly. 

The “Fig. 4” visualizes the workflow of AIoT, which is a 
continuous process to make AIoT products or any other AI 
power IoT services. 

 

 

Fig. 4. How AIoT works [18] 

III. BENEFITS AND APPLICATIONS OF AIOT 

A. Benefits of AIoT 

The combined power of AI and IoT gives so many 
blessings in every sector as healthcare, industries, agriculture, 
vehicles, and so on. By the evaluation of AIoT, everyone can 
get an automated lifestyle where there is less risk and more 
efficient and scalable products or services are available. Some 
of the advantages are listed below: 

• Improving Accuracy Rate: Human brain can't 
analyze data continuously for a long time as it is a 
tedious job, and sometimes they are prone to making 
errors. AIoT has the power to handle large amounts of 
data that are error-free and have higher accuracy than 
human being. In some sensitive cases like ATM 
withdrawals or any of online payment and transaction 
which have fraudulent activities, AIoT can aid 
improved security with no loss of money [18]. 

• Cost Reduction: Predictive analysis that focuses on 
existing data, and based on the outcomes, it predicts 
possible future occurrence. AIoT products can give 
reports of future mishaps or device failure by its 
predictive algorithm, which is a part of Artificial 
Intelligence [19]. By this prediction, any company or 
person can take possible steps to minimize 
maintenance costs. Moreover, it helps to meet 
deadlines with regular servicing [10]. 

 

Fig. 5. The multi-tiered architecture [20] 
 

• Customer Satisfaction: In terms of business or any 
products, customer satisfaction is a must thing. Large 
companies like Amazon, Alibaba, Zalando, and so on, 
have earned customer satisfaction which is before 
anything else. Human-based customer care sometimes 



fails to meet customer satisfaction due to language, 
time, etc. By implementing chatbots, anyone can 
communicate their needs as per their choices. This 
system can handle a huge number of customers 
compared to human-based customer care. 

• Scalability: IoT devices can gather floods of data. 
AIoT systems can analyze and gather the data before 
transferring it to another device. This assists is 
connecting an enormous amount of IoT devices. 

• Increased efficiency and cost: AI-powered IoT 
products can give precise predictions which assists 
time and consuming results in any business. This is 
very essential for large-scale companies as they can 
modify the error and update the fixing on time [18]. 

B. Applications of AIoT 

1)  Healthcare Architectures: AIoT technologies 

connect different products or equipment with the potential to 

see, hear and think to make decisions and to work together. 

They communicate with each other to make their final 

judgment in any situation. In the healthcare sector, there are 

enormous opportunities to implement AIoT like telecare, 

prevention, monitoring, connected inhalers, blood testing, 

and so on. The “Fig. 6” shows some AIoT-based healthcare 

equipment. Some of the implemented healthcare systems are 

given below: 

a) Repairing of any physical damage has drawn the 
attention of much research work, where a framework is built 
to produce a recovery plan based on a particular patient's 
symptoms, and a chart is included to track the symptoms and 
illnesses following the treatment [21]. 

b) Health Insurance Companies are taking advantage 
of the lights of AIoT by collecting data from different 
healthcare equipment and giving proper insurance policies. 
These companies also get the data from customer reviews or 
any kind of fraud activity [22]. Customers also got benefitted 
from this as they can see all data-driven decisions. 

Fig. 6. Healthcare Products [23] 
 

c)  Blood Coagulation is also possible to test sitting 
own house by Bluetooth enabled Blood Coagulation device. 
This is a valuable device for those patients who are afraid of 
bleed. The “Fig. 7”, displays some Wireless medical devices. 

d) A clinical study was held where Cancer Treatment 
was given by a Bluetooth device, whore by the patient while 
getting care. Blood pressure, pulse, and weight were 
monitored to give the doctor's advice. This resulted in a nice  

 
 

Fig. 7. Wireless implantable medical devices [23] 

 

improvement compared to the patient who was not taking this 
treatment [24]. It was proven that more doctor-patient 
interaction gives better recur. 

e) After the COVID-19 breakdown, most people got 
depressed and lost their motivation to work. Therefore, 
sometimes it leads to death. In such cases, Depression-
Monitoring Smartwatch App can throw light by providing 
continuous monitoring of patients with the advice of a 
consultant. Remote health monitoring is yet another useful 
AIoT application which mitigates the need for hospital 
resources [25]. 

 

2) Blockchain: Blockchain has the potential to resolve 

numerous problems related to AIoT. Many fields like 

economy, society, IT field and so on can benefit without any 

dedicated server. Several works are done in this field. Among 

them, data integrity verification technique optimization can 

be a great solution to many security-related issues with less 

processing time [26]. After the Fourth Industrial Revolution, 

modern technologies are growing to invent different devices. 

Blockchain is a database that is uncentralized, implementing 

this system can prevent all types of forgery and tampering 

activities in transactions. Multiple hash functions can be 

implemented in AIoT devices where generated information 

obtained from the blockchain is sent to IoT devices before 

sending to the final destination. Subnetting efficiency can be 

improved by implementing blockchain technology. This also 

helps to minimize information loss.  
 

3) AIoT Based Smart Agricultural System: Living in 

this era of modern technologies, AIoT can bring exciting 

outcomes for the welfare of every sector. Now, It is needed 

to generate the best models or methods for utilizing this 

amazing system for a better future. Moreover, The growing 

number of smartphones and their widespread network 

connectivity present a growing opportunity for the 

development of smartphone-based agricultural sensor 

systems [27]. 
 

4) AIOT based Banking System: Around 80\% banks 

are aware of the benefits that AIoT is likely to bring to the 

sector: increased efficiency to processes, the chance to 

provide frictionless customer experiences, and the 



opportunity to beat the competition. Here are some examples 

of what the AIoT can accomplish in banking- 

a) Fraud detection: Some creative businesses are 
using Behavioral AI to assist financial institutions in 
identifying irregularities and fraud. It is a machine learning 
model that has been taught to recognize anomalies. It 
monitors, evaluates, and gathers information on countless 
numbers of client bank transactions. These transactions are 
connected to Internet of Things (IoT) equipment like smart 
ATMs, smartphone applications, smart cards, or pay wear 
products. Certain transactions will have inaccurate or non-
system data. Fraudulent transactions and suspicious behavior 
will be recorded. The Behavioral AI model will then use an 
algorithm to identify fraudulent and legitimate transactions. 

b) Operations: Companies are spending money on 
research and development to create smart ATMs. Banks use 
smart ATMs for asset financing, fleet management, and 
physical ATMs. This linked solution improves ATM fleet 
efficiency and security for banks and financial enterprises. AI 
gathers business information and advises banks on how to 
enhance ATM efficiency and client security. This machine 
learning model trains on millions of ATM transactions like 
the fraud detection model. It gathers, analyses, and creates 
algorithms from: 

i.  How many credit cards have been rejected 
ii.  How long it takes to process transactions 

iii.  How quickly the ATMs serve customers 
The system will determine the longest customer wait times 
and card rejection causes. It will also impact how long clients 
spend at the ATM screen, how much traffic it handles, and 
how swiftly it processes transactions. “By using IoT and AI 
in payment methods, banks are banks are working to 
transform their back-end processes and integrate them with 
front-end systems to develop a holistic and robust finance 
operation.” – ISG [28]. 

 

5) AIoT-based Supply Chain Management System: In 

today's competitive business world, supply chain 

management is one of the most important issues that affects 

everything a company does to make products and services 

that customers need. Practitioners and scholars have focused 

on supply chain and IT management for a decade. A lot of 

new ideas and challenges are coming out of the technological 

revolution in supply chain logistics. Even though digital 

technologies are fast, customers expect the ordering and 

delivery process to be faster. As a result, organizations that 

want to add new technologies find it easier and more efficient 

to do so. Companies have a strong tendency towards 

integration, which can be seen in how they use IT. Integration 

improves sensitive supply chains by exchanging useful 

information. New supply chain technology has improved 

information transmission and product tracking. Information 

technology helps plan, execute, regulate, and store products, 

services, and information from origin to consumption to 

improve customer satisfaction. The Internet of Things (IoT) 

revolution in information technology has changed several 

sectors, including supply chain management. AI-enabled IoT 

devices can evaluate data, make judgments, and act without 

human interaction. AIoT, which combines the IoT with AI, 

lets firms use both at once. This technology's transparency, 

agility, and supply chain adaptation provide a great 

opportunity to solve supply chain management problems 

[29]. 

IV. CONCLUSION 

In this paper, it is stated that AIoT-based systems have 
numerous applications which give a lot of advantages in 
creating a new era where without any human interaction, AIoT 
products or services will operate by themselves. While AIoT 
serves as the brain, processing received data to enable devices 
to understand context, recognize patterns, and make decisions 
without human intervention, IoT acts as the nervous system, 
facilitating communication between devices. AIoT goes 
beyond IoT by introducing intelligence into the network, 
allowing devices to interact with other devices and share data. 
As a result, AIoT enhances the potential of networked devices 
by giving them an extra layer of intelligence that lets them 
function independently and make predictions based on 
the analysis of data [30]. From previous surveys, it is clear that 
AI-powered IoT systems are increasing day by day because of 
the huge number of  devices operating all over the world, and 
near future, it will outweigh the benefits of other available or 
newbie technologies. Here we also analyzed some techniques 
of AIoT, which are already employed in different fields. In 
this work, we have analyzed Banking, Agriculture, Healthcare, 
Blockchain and Supply chain management. The blessing of 
AIoT is more valuable for the healthcare industry as this is the 
most sensitive issue and needs more expertise to handle. 
Moreover, in terms of transactions, validation of the correct 
persona is also vital for banks and accessing user accounts. 
Overall, this technology can aid numerous dominance in this 
era of technology. 
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